Pi-software-management

A Debian "package"”, or a Debian archive file, contains the executable files, libraries, and
documentation associated with a particular suite of program or set of related programs.
Normally, a Debian archive file has a filename that ends in .deb.

Commands to manage software are dpkg and apt (advanced package tool).
We will simple look at some examples and explain those.

To list all packages with some additional info like Version Architecture and Description, you can
use the dpkg -1 command. Orthe apt list --installed command.

Pi@pil58:~ $ dpkg -1

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

||/ Name Version Architecture Description

+++— - >

ii acl 2.2.53-10 armhf access control list - utilities
ii adduser 3.118 all add and remove users and groups

Likewise with apt:

pi@pil58:~ $ apt list --installed|more
WARNING: apt does not have a stable CLI interface. Use with caution in scripts.

Listing...

acl/stable,now 2.2.53-10 armhf [installed,automatic]
adduser/stable,now 3.118 all [installed]
adwaita-icon-theme/stable,now 3.38.0-1 all [installed,automatic]
agnostics/stable,now 0.13 armhf [installed,automatic]

To list all packages available and installed, simply run apt list, and use wordcount to see the
difference in amounts.

pi@pil58:~ $ apt list | we -1

62919

pi@pil58:~ $ apt list --installed | wc -1
1618




updating and upgrading.

Usually before you install new software or replace existing software it is always a good idea to
first see if there is any upgradable software before you install new things.

Pi@pil58:~ $ sudo apt update

Hit:1 http://archive.raspberrypi.org/debian bullseye InRelease
Hit:2 https://deb.nodesource.com/node 12.x bullseye InRelease
Hit:3 http://raspbian.raspberrypi.org/raspbian bullseye InRelease
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

IA11l packages are up to date.

Pi@pil58:~ $ sudo apt upgrade

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

Calculating upgrade... Done

The following packages were automatically installed and are no longer required:
jo jg libio-multiplex-perl 1libjgl libnet-cidr-perl libnet-server-perl

libnet-snmp-perl libonigb munin-plugins-core munin-plugins-extra

Use 'sudo apt autoremove' to remove them.

0 upgraded, 0 newly installed, 0 to remove and 0 not upgraded.

So we run the advised command.

Pi@pil58:~ $ sudo apt autoremove

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

The following packages will be REMOVED:
jo jg libio-multiplex-perl libjgl libnet-cidr-perl libnet-server-perl
libnet-snmp-perl libonig5 munin-plugins-core munin-plugins-extra
0 upgraded, 0 newly installed, 10 to remove and 0 not upgraded.
After this operation, 3,693 kB disk space will be freed.
Do you want to continue? [Y/n]Y




Installing and removing

Find out whether the package realvnc-vnc-server is installed. If it is installed, remove it. If
is is not installed, install it.

pi@pil58:~ $ apt list --installed| grep realvnc
Pi@pil58:~ $ sudo apt install -y realvnc-vnc-server

Reading package lists... Done
Building dependency tree... Done
(snipped)

pi@pil58:~ $ dpkg -1 | grep realvnc
ii realvnc-vnc-server 7.0.1.49073 armhf VNC® Server

pi@pil58:~ $ sudo apt remove realvnc-vnc-server

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

The following packages will be REMOVED:
realvnc-vnc-server
0 upgraded, 0 newly installed, 1 to remove and 0 not upgraded.
After this operation, 31.9 MB disk space will be freed.
Do you want to continue? [Y/n] ¥

What is the status of the realvnc-x11-vncserviced service?

Pi@pil58:~ $ systemctl status vncserver-xll-serviced.service
® vncserver-xll-serviced.service - VNC Server in Service Mode daemon

Loaded: loaded (/lib/systemd/system/vncserver-xll-serviced.service; disabled;
vendor preset: enabled)

Active: inactive (dead)

Enable the service and start a session for user pi. See that it starts a new desktop on display
number :1.

Pi@pil58:~ $ sudo systemctl enable vncserver-xll-serviced.service --now
Created symlink
/etc/systemd/system/multi-user.target.wants/vncserver-xll-serviced.service -
/1lib/systemd/system/vncserver-xll-serviced.service.

pi@pil58:~ $ vncserver
Log file is /home/pi/.vnc/pil58:1.log
New desktop is pil58:1 (192.168.4.158:1)

You can now connect from a desktop that has vncviewer installed.

Another idea would be to install and enable xrdp. Then you can connect from windows to the
remote desktop of your raspberry pi.



Cheatsheet.

apt-get / high level package handling utility
apt-get is the command-line tool for handling packages and provides functions such as

installing, removing, and updating packages on a system with a single operation. We’ll cover the
following commands for apt-get:

e install and --reinstall
e remove

e purge or --purge

e upgrade

e update

e clean and autoclean

apt-cache / high level package query utlity
apt-cache provides an interface to perform read-only operations on the APT package cache.

apt-cache does not change the state of the system, but allows the user to extract useful
information from package metadata.
we’ll go over the following commands for apt-cache:

e pkgnames

e search show

dpkg / low level package manager for Debian

dpkg is a tool for installing, removing, and querying individual packages. We’ll investigate some

common commands and go over some basic usage of dpkg in a couple of real-world examples.

e --listor-l
e --install
e --remove
e --purge

e --update

e --contents

BTl high level package handling utility



Installing a Debian package:

$ sudo apt-get install [package-name]

apt-get wants you to pass the [package-name] you wish to install, for example:

$ sudo apt-get install vim

Removing a Debian package:

The following will remove a package without removing its configuration files:
$ sudo apt-get remove [package-name]

To remove a package and its configuration files, use purge:

$ sudo apt-get purge [package-name]

or alternatively, use the --purge flag on the remove command:

$ sudo apt-get --purge remove [package-name]

Update package index files from sources.list:

$ sudo apt-get update
When this command is run, all available packages are fetched and re-indexed from the locations

specified in /etc/apt/sources.list and /etc/apt/sources.list.d/.

Upgrade all debian system packages:

$ sudo apt-get upgrade

This command installs all of the latest versions of each package installed on the system and is,

generally, not recommended to be run on production systems.

Update / Reinstall a single package:

Once you’ve run apt-get update to update repository metadata, you can update an installed
package by running apt-get install
$ sudo apt-get install [package-name]

If you need to force reinstall a package, just pass the --reinstall flag



$ sudo apt-get --reinstall install [package-name]

By passing the --reinstall flag, you will effectively force the package to be reinstalled even if it’s
already installed and at the latest version. This will completely remove the package from the
system* and reinstall it.

*Packages that depend on the [package-name] being reinstalled will not be removed from the

system

APT cache files:

APTs cached files are located in:

e /var/cache/apt/archives/

Clear the APT cache:

$ sudo apt-get clean

The clean command clears out the local repository of downloaded package files. It removes
everything except the partials folder and lock file from /var/cache/apt/archives/.

Use apt-get clean to free up disk space when necessary, or as part of regularly scheduled

maintenance.

Remove useless files from the APT cache:

$ sudo apt-get autoclean

autoclean is another method used to clear out the local repository of downloaded package files,
just like clean. The difference between clean and autoclean is that the latter only removes
package files that can no longer be downloaded from their sources, and are very likely to be

useless.

high level package query utility

List all available packages:

$ apt-cache pkgnames



This command will output a list of available package names for your system:

aspell-bg
389-ds-console-doc
libreoffice-110n-ga
libindicate-doc
libreadline-dev

libpngl2-dev

Searching for a specific debian package:

$ apt-cache search [package-name-pattern]

This is really useful in case you don’t know the exact [package-name], but rather a description
of what that package does; for example “Network Security”:

$ apt-cache search "Network Security”

This will return a list of packages containing the string “Network Security” in the package
description. Using apt-cache will look in the name, description, and provides fields of the
available packages by default.

libnss3 - Network Security Service libraries

libnss3-1d - Network Security Service libraries

libnss3-dbg - Debugging symbols for the Network Security Service libraries
libnss3-dev - Development files for the Network Security Service libraries
coolkey - Smart Card PKCS #11 cryptographic module

daemonlogger - simple network packet logger and soft tap daemon
grepcidr - Filter IP addresses matching IPv4 CIDR/network specification
hibrw - assistant to help make new rules to HLBR

libjss-java - Network Security Services for Java

libnss3-tools - Network Security Service tools

libopenvas2 - remote network security auditor - shared libraries
libopenvas2-dev - remote network security auditor - static libraries and headers
openvas-client - Remote network security auditor, the client

openvas-plugins-base - remote network security auditor - basic plugins



openvas-plugins-dfsg - remote network security auditor - plugins

openvas-server - remote network security auditor - server

openvas-server-dev - remote network security auditor - static libraries and headers
python-nss - Python bindings for Network Security Services (NSS)

scute - OpenPGP smartcard plugin for Mozilla Network Security Services

Show debian package information:

$ apt-cache show [package-name]

This will show apt metadata for the [package-name] given. This is an example using the
“screen” package:

$ apt-cache show screen

will output:

Package: screen

Priority: optional

Section: misc

Installed-Size: 1052

Maintainer: Ubuntu Developers <ubuntu-devel-discuss@lists.ubuntu.com>
Original-Maintainer: Jan Christoph Nordholz <hesso@pool.math.tu-berlin.de>
Architecture: amdé4

Version: 4.0.3-14ubuntu8

Depends: libcb (>= 2.4), libncursesw5 (>= 5.6+20070908), libpamO0g (>= 0.99.7.1), dpkg (>= 1.15.4) |
install-info, upstart-job

Suggests: byobu

Filename: pool/main/s/screen/screen_4.0.3-14ubuntu8_amdé4.deb

Size: 611204

MD5sum: b5e98bb56fdfc9bf9fd13e6f726c83aa

SHAL: 8d3e5c5d858b4a314a66b5bc51b3a557b85ea96¢c

SHA256: 2b6c752fc226adbe2e32cd93f089bf2a89d51e95f6e5ffle7ed63b0b57ff592f
Description-en: terminal multiplexor with VT100/ANSI terminal emulation

screen is a terminal multiplexor that runs several separate "screens” on a

single physical character-based terminal. Each virtual terminal emulates a

DEC VT100 plus several ANSI X3.64 and ISO 2022 functions. Screen sessions



can be detached and resumed later on a different terminal.

Screen also supports a whole slew of other features. Some of these are:
configurable input and output translation, serial port support, configurable
logging, multi-user support, and utf8 charset support.

Homepage: http://savannah.gnu.org/projects/screen

Description-md5: 031a852784c43a4c757fecf6b610c93e

Bugs: https://bugs.launchpad.net/ubuntu/+filebug

Origin: Ubuntu

Supported: 5y

Task: cloud-image, ubuntu-usb, server, edubuntu-usb, edubuntu-desktop-kde,

edubuntu-desktop-gnome

NOTE: Installed-Size and Size are returned in bytes - link to discussion

M low level package manager for Debian

Install a package

dpkg -i [/path/to/vim_7.3.429-2ubuntu2_amdé4.deb]

or alternatively, use the --install flag

dpkg --install [/path/to/vim_7.3.429-2ubuntu2_amdé4.deb]

Remove a package

To remove a package using dpkg without removing its configuration files:

$ dpkg --remove [package-name]

alternatively, use the -r flag:

$ dpkg -r [package-name]

To remove a package using dpkg along with its corresponding configuration files, use the
--purge command:

$ dpkg --purge [package-name]


https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=173120

List available system packages:

dpkg -1 allows you to list a set of packages on the system and the state of those packages:
$ dpkg -l [package-name-pattern]

You can use a regular expression to list information about all matching package names. For
example:

$ dpkg -l "re*"

will return all packages starting with the letters “re”:

[I/ Name Version Description

+4++- - -

un readahead <none> (no description available)

ii readline-common 6.2-8 GNU readline and history libraries, common files
un rebuildd <none> (no description available)

un redhat-cluster-modules <none> (no description available)

ii redis 2.8.3-1 redis

un regina-normal-dev <none> (no description available)

ii reprepro 4.8.2-1ubuntu0.1 Debian package repository producer

ii resolvconf 1.63ubuntuls name server information handler

The first column shows the state of the package. You can learn more about package states by
reading the dpkg man page: man 1 dpkg.

If the [package-name-pattern] is omitted from dpkg -I then all packages in
/var/lib/dpkg/status will be listed, excluding packages that have been marked not-installed
$ dpkg -I

will output something like:

ii libxml2 2.7.8.dfsg-5.1ubuntu4.11 GNOME XML library

ii libxml2-dbg 2.7.8.dfsg-5.1ubuntu4.11 Debugging symbols for the GNOME XML
library

ii libxml2-dev 2.7.8.dfsg-5.1ubuntu4.11 Development files for the GNOME XML

library



ii libxmuul 2:1.1.0-3 X11 miscellaneous micro-utility library

ii libxrenderl 1:0.9.6-2ubuntu0.1 X Rendering Extension client library

ii libxsltl-dev 1.1.26-8ubuntul.3 XSLT 1.0 processing library - development kit

ii libxsltl.1 1.1.26-8ubuntul.3 XSLT 1.0 processing library - runtime library

ii libyaml-0-2 0.1.4-2 Fast YAML 1.1 parser and emitter library

ii libyaml-dev 0.1.4-2 Fast YAML 1.1 parser and emitter library
(development)

ii linux-firmware 1.79 Firmware for Linux kernel drivers

ii linux-image-3.2.0-29-virtu 3.2.0-29.46 Linux kernel image for version 3.2.0 on 64 bit

x86 Virtual Guests
ii linux-image-virtual 3.2.0.29.31 Linux kernel image for virtual machines

ii linux-libc-dev 3.2.0-37.58 Linux Kernel Headers for development

List files in a package:

dpkg maintains a list of packages that are installed on a system in /var/lib/dpkg.
You can query the files in an installed package using dpkg -L:

$ dpkg -L [package-name]

So, for example:

$ dpkg -L redis

returns the following results:

i

/usr

/usr/share

/usr/share/doc

/usr/share/doc/redis
/usr/share/doc/redis/copyright
/usr/share/doc/redis/changelog.Debian.gz
/usr/bin

/usr/bin/redis-check-dump
/usr/bin/redis-benchmark

/usr/bin/redis-server



/usr/bin/redis-check-aof

/usr/bin/redis-cli

If you'd like to list the files in a debian package that you’ve downloaded (but not installed), you
can use the --contents flag.

For example:

$ dpkg --contents /path/to/redis_2.8.3-1_amdé4.deb

returns the following results:

drwxr-xr-x root/root 0 2014-07-24 09:52 ./

drwxr-xr-x root/root 0 2014-07-24 09:52 ./usr/

drwxr-xr-x root/root 0 2014-07-24 09:52 ./usr/share/

drwxr-xr-x root/root 0 2014-07-24 09:52 ./usr/share/doc/

drwxr-xr-x root/root 0 2014-07-24 09:52 ./usr/share/doc/redis/
-rw-r--r-- root/root 0 2014-07-24 09:52 ./usr/share/doc/redis/copyright
-rw-r--r-- root/root 139 2014-07-24 09:52 ./usr/share/doc/redis/changelog.Debian.gz
drwxr-xr-x root/root 0 2014-07-24 09:52 ./usr/bin/

-rwxr-xr-x root/root 22616 2014-07-24 09:52 ./usr/bin/redis-check-dump
-rwXxr-xr-x root/root 285712 2014-07-24 09:52 ./usr/bin/redis-benchmark
-rwxr-xr-x root/root 844496 2014-07-24 09:52 ./usr/bin/redis-server
-rwxr-xr-x root/root 10320 2014-07-24 09:52 ./usr/bin/redis-check-aof
-rwxr-xr-x root/root 320432 2014-07-24 09:52 ./usr/bin/redis-cli

When the --contents flag is used, dpkg calls down to an action provided by another tool

dpkg-deb, which provides tools to manipulate a debian package archive.

Show packages containing a filename or filepath:

$ dpkg -S [filename-search-pattern]

For example, passing a specific filepath:

$ dpkg -S /usr/share/man/man5

will return all the package names that contain that file path.

libc-bin, libarchive-dev, ntp, libpam-modules, libpam-runtime, initscripts, upstart, mount,

libx11-data, fontconfig-config, isc-dhcp-client, isc-dhcp-common, rsyslog, sudo, ucf,



collectd-core, libwrap0, openssl, openssh-client, rsync, module-init-tools, ncurses-bin,
procps, login, nfs-common, cryptsetup, git-man, man-db, cron, libmagicl, libldap-2.4-2,
libtirpcl, libnfsidmap2, adduser, resolvconf, dpkg, e2fsprogs, ifupdown, initramfs-tools,
locales, kbd, openssh-server, apt, wireless-regdb, util-linux, passwd, mime-support, net-tools,

manpages, dpkg-dev: /usr/share/man/man5

Try Packagecloud

Show package information:

You can show package metadata of installed packages by using dpkg -s:
$ dpkg -s [package-name]
for example, the following command:

$ dpkg -s screen

returns the package metadata:

Package: screen

Status: install ok installed
Priority: optional
Section: misc
Installed-Size: 1052

Maintainer: Ubuntu Developers <ubuntu-devel-discuss@lists.ubuntu.com>


https://packagecloud.io/l/apt-repository
https://packagecloud.io/l/apt-repository

Architecture: amdé4

Version: 4.0.3-14ubuntu8

Depends: libcb (>= 2.4), libncursesw5 (>= 5.6+20070908), libpamO0g (>= 0.99.7.1), dpkg (>= 1.15.4) |
install-info, upstart-job

Suggests: byobu

Conffiles:

/etc/screenrc 12c245238eb8b653625bba27dc81dféa
/etc/init/screen-cleanup.conf 441f4alc5b41d7f23427be5aabeccbbec
Description: terminal multiplexor with VT100/ANSI terminal emulation
screen is a terminal multiplexor that runs several separate "screens” on a
single physical character-based terminal. Each virtual terminal emulates a
DEC VT100 plus several ANSI X3.64 and ISO 2022 functions. Screen sessions

can be detached and resumed later on a different terminal.

Screen also supports a whole slew of other features. Some of these are:
configurable input and output translation, serial port support, configurable
logging, multi-user support, and utf8 charset support.

Homepage: http://savannah.gnu.org/projects/screen

Original-Maintainer: Jan Christoph Nordholz <hesso@pool.math.tu-berlin.de>

Conclusion

Getting more familiar with your package manager’s tools can help you be more productive
when finding, installing, and querying packages.

We highly recommend that users of production Debian and Ubuntu systems become familiar
with apt-get, apt-cache, and dpkg. You can learn more about the tools mentioned in this blog
post by reading the man pages:

man 8 apt-get

man 8 apt-cache

man 1 dpkg






